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1. Introduction of AW-CU300A V3

1.1 Product Overview

Printed Antenna SPI Flash

Powerful MCU

AW-CU300A V3 is a Wi-Fi Module with FreeRTOS qualified MCU that uses AT commands to

securely and efficiently communicate with AWS IoT Core

® Hardware specification defined by Amazon and AzureWave
® With AICM, end-device become AWS loT Device

® UART interface for end-device to connect with

® Rich AT commands for end-device to communicate with AWS loT Core
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1.2 Block Diagram
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1.3 Schematics

Module pinout for AW-CU300A V3
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S o -ce onoLe
2 GPO® KL S GPIG_25 NC X
2 GPIO_26 > GPIO_26 GND_L8
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GND_C1 GND_C7

B_3V3 3.3V Power input 3.3V
D7 M_3V3 3.3V Power input PWR 3.3V
K1 GPIO_4 EN pin 10 3.3V
K2 GPIO_5 INT pin 10 3.3V
37 GPIO_10 MSG pin 10 3.3V
G8 GPIO_26 32KHzCLK_OUT 110 3.3V
G1 GPIO_48 UART TXD 10 3.3V
G2 GPIO_49 UART RXD 10 3.3V
G7 GPIO_25 32KHz_CLK_IN 10 3.3V
K7 RESETN RESETN /0 3}??&&”5{(”3'1 r‘;‘;”
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E4®)
E5®)
D6W
D4W
E3®

D5
NOTE (1): Dummy pin E4, E5, D6, D4, E3, and D5.
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1.4 Layout Guide and SMT Process Notification

For mounting AW-CU300A V3 on your device, please refer to Layout Guide and SMT Process

Notification
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2. AWS Command Example

Please find the command details in A WS CONNECTOR AT Command Set.

Below are commands for the demo:

PONPE

o o

© oo~

Turn on Wi-Fi module: AT+WIFI_On
Retrieve the Wi-Fi AP | Station Mode: AT+WIFI_GetMode
Perform a Wi-Fi network scan: AT+WIFI_Scan

Set and store the Wi-Fi AP information when AW-CU300A V3 in Station Mode:

AT+WIFI_SetAP=SSID,password,security type
SSID: SSID of AP (case sensitive)

password: password for AP (case sensitive)
security type: OPEN | WEP | WPA | WPA2

Connect to the AP: AT+WIFI_Connect
Define and store Thing-specific configuration:

AT+THING_Set=client ID,endpoint,client certificate,client private key
client ID: Thing name(Client ID)

endpoint: AWS loT endpoint URL

client certificate: Certificate for this Thing

client private key: Private key for this Thing

Connect the client to MQTT broker: AT+MQTT_Connect
Subscribe to and save MQTT topic: AT+MQTT_Subscribe=<topic>,<qos>
Publish to MQTT topic:

AT+MQTT_Publish=topic,message,qos
topic: Topic to publish to

message: Message to publish

gos: 0|1

2.1 Getting Started with AWS IoT Core

Step 0: The below link is a documents of how to setup AWS IOT, you can refer to it for full A WS

IOT knowledge.

https://docs.aws.amazon.com/iot/latest/developerguide/iot-gs.html

But, if you want to setup AzureWave AWS Connector, you would just refer to the following steps.
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Step 1: Create AWS Account, Create an IAM user.
Please refer to the below link to setup AWS Account and IAM user.

https://docs.aws.amazon.com/iot/latest/developerguide/setting-up.html

If you have created an IAM user, please refer to the following setting to connect these two
policies (AmazonFreeRTOSFullAccess, AWSIoTFullAccess) to your IAM.

https://docs.aws.amazon.com/freertos/latest/userquide/freertos-account-and-permissions.html

Step 2: Create a thing.
A thing represents a specific device or instance that can communicate with AWS IOT.

Please refer to the following link to create a thing.

https://docs.aws.amazon.com/iot/latest/developerguide/create-aws-thing.html

Step 3: Register a device

This step will create certificate and private key. You can use certificate, private key, thing name
and endpoint as AT+THING_Set command parameter. After this command executing, the four
parameter will be provision to our connector. After provisioning, you can connect to AWS IOT
with MQTT or SHADOW operation.

Please refer to the steps at the following link.

https://docs.aws.amazon.com/iot/latest/developerquide/reqgister-device.html

After finishing the steps, please notice the following two actions:
® Download certificate and private key
In Create and activate a device certificate chapter, please download and keep the certificate and

private key. Because they will be used when sending the AT+THING_Set command.
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for thi

SSRGS IeHIR 853e49e35f.cert.pem
thing
A public key 853e49e35f.public.key Download
A private key 853e49e35f.private.key

You also need to download 3 root CA for AWS loT:
A root CA for AWS d

® Thing Name and Endpoint

These two data will also be used for AT+THING_Set command.

You can find out thing name in Manage > Things submenu, and endpoint in settings of AWS IOT

Console at console.aws.amazon/iot.
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AWS loT X AWS IoT > Things
Monitor Thlngs m
Activity
» Onboard Search things Fleet Indexing Info
¥ Manage
Name Type
Things

Types NO TYPE "o

Thing groups
Billing groups
Jobs

Tunnels

P Greengrass

b Secure
» Defend
> Act
Test
Software
Settings
Learn
AWS Settings
loT
. ENABLED
) Custom endpoint
Monitor
This is your custom endpoint that allows you to connect to AWS IoT. Each of your Things has a REST APl available at this endpoint. This
» Onboard is also an important property to insert when using an MQTT client or the AWS IoT Device SDK.
endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.
» Manage Endpoint
m—ats .iot.us-east-2.amazonaws.com
» Greengrass
» Secure
ENABLED
» Defend Logs
You can enable AWS 10T to log helpful information to CloudWatch Logs. As messages from your devices pass through the message
b Act broker and the rules engine, AWS 10T logs process events which can be helpful in troubleshooting.
Role
Test
Craig
Level of verbosity
Error
Software “
Settings
Learn
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2.2 Publish and Monitor MQTT message on the cloud

Step 0: Make sure the AP under test is connected to the internet using other Wi-Fi enabled
devices. Assume the SSID, password and security type of the AP is MySSID, MyPassword,
wpa2.

Step 1: Connect the AW-CU300A V3 to the system (refer to 2. Hardware Setup) and turn off the
wireless devices near the AW-CU300A V3 (except for the device under test). Turn on the Wi-Fi
module of the AW-CU300A V3 using AT+WIFI_On

Step 2: Check if AW-CU300A V3 is in station mode using AT+WIFI_GetMode

Step 3: Set and store information of the AP using AT+WIFI_SetAP=
MySSID,MyPassword,wpa2

AT+WIFI_SetAP=SSID,password,security type
SSID: SSID of AP (case sensitive)

password: password for AP (case sensitive)
security type: OPEN | WEP | WPA | WPA2

Step 4: Connect to the AP: AT+WIFI_Connect
Step 5: Define and store Thing-specific configuration using AT+THING_Set command

AT+THING_Set=client ID,endpoint,client certificate,client private key
client ID: Thing name(Client ID)

endpoint: AWS loT endpoint URL

client certificate: Certificate for this Thing (downloaded in 3.1 step 3)
client private key: Private key for this Thing (downloaded in 3.1 step 3)

You should create command as format below:

AT+THING_Set=98c6, a3qJEXAMPLEffp-ats.iot.ap-northeast-1.amazonaws.com,
----- BEGIN CERTIFICATE-----\n...base64 data...\n-----END CERTIFICATE-----\n, -----BEGIN
RSA PRIVATE KEY-----\n...base64 data...\n-----END RSA PRIVATE KEY---—-\n

Note: a3qJEXAMPLEffp is just an example endpoint, your endpoint URL should replace it. Please follow
the instructions to find the endpoint.

® Navigate to the AWS IoT console

® Choose Settings in the navigation pane
® The endpoint is can be found under Custom endpoint
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Step 6: Connect the client to MQTT broker: AT+MQTT_Connect.
Step 7: Subscribe to and save MQTT topic using AT+MQTT_Subscribe=iotdemo/1,0
Step 8: Publish to MQTT topic using AT+MQTT_Publish=iotdemo/1, hello, 0

AT+MQTT_Publish=topic,message,qos
topic: Topic to publish to

message: Message to publish

gos: 01

Step 9: Use the MQTT client in the AWS loT console to monitor the messages that device sends
to the AWS Cloud.

Sign in to the AWS loT console.
https://console.aws.amazon.com/iotv2/
In the navigation pane, choose Test to open the MQTT client.

In Subscription topic, enter iotdemo/#, and then choose Subscribe to topic.

You should see the message send from device as like below.

AWS loT X

Publish
onitor Specify a topic and a message to publish with a QoS of 0.

Activity

iotdemao/#

» Onboard

> Manage

> Greengrass

> Secure

» Defend

> Act
iotdemo/1  November 06, 2020, 11:59:52 (UTC+0800) Export Hide

‘e cannot display the message as ISON, and are instead displaying it as UTF-8 String.

hello

Test

Software

Settings
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2.3 Over-the-Air Updates

This section descripts how to setup OTA on AWS server side and how to create an OTA job for

our AWS connector to update firmware.

The first three steps descript what requirements of OTA on AWS server side you have to setup.
The last step descripts how to create an OTA job.

Create S3 bucket to store update.
AWS S3 is an object storage service and we will put update firmware in it.

Please reference https://docs.aws.amazon.com/freertos/latest/userguide/dg-ota-bucket.html

Note: Please make sure you have enable versioning on you S3 bucket setting.

Arnazon S3 > myawsotabucket

myawsotabucket

m Froperties

Versioning
Keep multiple versions of an object in
the same bucket

Learn mare

® Enabled

Server access logging

Set up access Iog records that provide
details about access requests,

Learn mare

Static website hosting

Host 2 static website, which does nat
reguire server-side technologies

Learn mare

Object-level logging

Record object-level AP activity using the
CloudTrail data events feature
(additional cost)

Learn more

Default encryption

Automatically encrypt objects when
stored inAmazon 53

Learmn mare

Create Service Role and Policy.

This section will descript how to setup Role and Policy to have right to access AWS S3 storage.

® Service Role

Please reference

https://docs.aws.amazon.com/freertos/latest/userquide/create-service-role.html

If you want to find out your Account id, please enter the following link.

https://console.aws.amazon.com/billing/home?#/account
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EIWSr Services « Resource Groups ~ *

Home v Account Settings

CostManagement Account Id: *38

Cost Explorer Seller: AWS Inc.

Account Name: (D

Budgets Password:

Budgets Reports

® User Policy
Please reference

https://docs.aws.amazon.com/freertos/latest/userquide/create-ota-user-policy.html

Create code-signing certificate
Because there are several configures in this topic, please use the following link to complete
code-signing certificate.

https://docs.aws.amazon.com/freertos/latest/userquide/ota-code-sign-cert-win.html

AWS CLI and openssl are necessary softwares to complete this task.

Create OTA update Job
After all prepared procedure finished, you can create an OTA update job on this thing name and

use AT+MOD_OTA command to trigger OTA update procedure.

1. Create OTA Job
Please enter AWS IOT console, choose Manager, and press Jobs and then press Create

button.
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Services v  Resource Groups v %

AWS loT e L

Moritor
¥ Onboard Search jobs All types v All statuses ¥
Get started
Fleet provisioning AFR_OTA-ota284 LL L AFR_OTA-ota293 eee AFR_OTA-cta292 eee AFR_OTA-cta291 eee AFR_OTA-ota280 eee AFR_OTA-0ta288 LLEJ
templates SNAPSHOT SNAPSHOT SNAPSHOT SNAPSHOT SNAPSHOT SNAPSHOT
COMPLETED COMPLETED COMPLETED COMPLETED COMPLETED COMPLETED
v Manage
Things
Types AFR_OTA-ota284 LL L AFR_OTA-ota283 eee AFR_OTA-ota282 eee
SNAPSHOT SNAPSHOT SNAPSHOT
Thing groups COMPLETED. COMPLETED. COMPLETED
Billing Groups

Jobs.

Tunnels
> Greengrass
> Secure

» Defend

> Act

Test

Software
Settings

2. Please choice a FreeRTOS OTA update job and press “create OTA update job”

CREATE 108

Selecta job

AWS 10T Device Management job archestration and notification service allows you to define a
set of remote operations called jobs that are sent to and executed on one or more devices
connected to AWS loT.

Create a custom job

Send a request to acguire an executable job file from one of your 53 buckets to one ar mare ‘

Create custom job ‘
devices connected to AWS loT.

Create a FreeRTOS OTA update job

This Over-the-air {TA} update job will send your firmware image securely over MQTT or ‘
HTTP to FreeRTOS-based devices

Create OTA vpdate job ‘

Create a Greengrass Core update job

Create a snapshot [ob to update one or more Greengrass Core devices with the latest ‘ Create Core update job ‘

Greengrass Core or OTA agent version.

Cancel Create custom job
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3. Select a Things to create OTA job and then press NEXT

CREATE 10E

Create a FreeRTOS OTA update job

Thiz Over-the-air (OTA) update job will send your firmware image securely over MQTT or HTTP to FreeRTOS-
based devices.

Select devices to update

Browse and select the devices youwant to include in this job.
1 thing(s) and O thing group(s) selected. Close
Things Thing groups Summary
1est
AICC-DT-Ofe77f
AICC-DT-e31833
AICC-DT-09b8cd
AICC-DT-6fedfs
AICC-DT-deB305
AICC-DT-1heBB5

# Az-aT

4. On next page, please only select MQTT to be update protocol and select Sign a new
firmware for me. Then choose the code signing profile we create on previous chapter.
After that, you can select a exist firmware or upload a new image from local.
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CREATE 1OB

Create a FreeRTOS OTA update job

Select the protocol for firmware image transfer

HTTP and MQTT protocols are supported for firmware updates.  Learn more

HTTP (&
" mgrT

Select and sign your firmware image

Code signing ensures that devices only run code published by trusted authers and that the code has not been
altered or corrupted since it was signed. You have three options for code signing.  Learn more

@) Sign a new firmware image for me

Select a previously signed firmware image

Use my custom signed firmware image

Code signing profile  Learn more

myotasign EHA256 ECD5SA fhome/foraigfworkspac... Clear cChange

Select your firmware image in 53 or upload it

53 f myawsotabucket / Upload an image Refresh Close
Search
Signedimagesf US-EAST-2 -
aws_demn_{111.hin Selert
aws_demns.bin Selert
aws_demns_093 hin Select

Then, please enter slash in Pathname of firmware image on device and choose the Role

we create on previous chapter. Then press NEXT button.
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Fathname of firmware image on device  Learn more

{

1AM role for OTA update job

Choose a role which grants AWS |oT access to the 53, AWS 10T jobs and AWS Code signing resources o create an OTA
update job.  Learn more

Role [requires 53 access)

Craig Select

5. Entering a unique ID in ID field. You can’t use the same ID you created before. Other fields
just keep default setting and press Create button.
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CREATE 10B

Create a FreeRTOS OTA update job

otalod

Description [optional)

Give your job a helpful description

Job type
A job can run on the devices and/for groups selected, or remain open, and apply to devices later added to a group.
@ Your job will complete after deploying to the selected devicesfgroups [snapshot)

Your job will continue deploying to any devices added to the selected groups [continuous)

Job exeautions rollout configuration - optional
Specify how quickly devices will be notified of a pending job execution, @
@ Cconstantrate
Exponential rate
Maximum per minute [1-1000)

1000

6. Finally, you can see a job to be created on Jobs page. If you don’t see it, please press f5 to
refresh the webpage. The Job will be in IN PROGRESS status.

aws

Services v  Resource Groups v %

AWS loT

|
Monitor

Search jobs

+ omboard Altypes v | Allstatuses w
v Manage
AFR_CTA-0ta299 LX] AFR_CTA-o0ta294 LX] AFR_OTA-01ta293 LX) AFR_OTA-0ta292 oo AR_OTA-0ta281 oo AFR_CTA-0ta280 oo AFR_CTA-0ta288 oo
Things SNAPSHOT SNAPSHOT SNAPSHOT SNAPSHOT SNAPSHOT SNAPSHOT SNAPSHOT
Types INPROGRESS COMPLETED COMPLETED COMPLETED COMPLETED COMPLETED COMPLETED
Thing groups L] L] L] L] L] L] L]
Billing Groups
AFR_CTA-0ta284 LX] AFR_OTA-0ta283 LX] AFR_OTA-0t3282 oo
Jobs SNAPSHOT SNAPSHOT SNAPSHOT
COMPLETED COMPLETED COMPLETED
Tunnels
L] L] L]

» Greengrass
» Secure

» Defend

> Act

Test
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